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1 Introduction to Video Commander and ViewPorts

Pixel Velocity's video management software has two core modules — Video Commander and
ViewPorts. ViewPorts is installed on the client workstations and enables Live viewing of the Camera
streams, whilst Video Commander is installed on the server and manages the Live Cameras and the
Server itself. Once Video Commander has been setup, it runs as a background Service and requires
no further interaction from the Administrator.

There are several conditions that need to be met before the ViewPorts and Video Commander
software will run correctly:

e Video Commander Software is Installed on the Server
The Video Commander software needs to be installed on the host Server(s). See the section
Installation of Video Commander on Server for installation steps.

e ViewPorts Software is Installed on the Client Machine
The ViewPorts software needs to be installed on the client machine(s) that intend to run the
application. See the section Installation of ViewPorts on Client for installation steps.

e Cameras are Connected to the Server
The Cameras being hosted by the Server(s) need to be physically connected to the Server(s).

e Cameras are Licensed
The Cameras being hosted by the Server(s) have been licensed. See the section Licensing the
cameras for more details.

e Video Commander is configured to Store data
Video Commander has been configured to archive data. See the section Setting the Video
Commander Storage for more details.

e Video Commander is running as a Service
Video Commander is running as a Service in Windows. See the section Running Video
Commander as a Service for more details.
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2 Installation of Video Commander on Server

1. Place the Video Commander CD into the CD or DVD drive of the Server. After a moment,
the install procedure will start automatically.

2. Select the Next button on the Video Commander install welcome screen.

Setup - Yideo Commander gl

Welcome to the Video
Commander Setup Wizard
This will instal Video Commandes 1.10 on your computes.

It is recommended that you cloze al other applications before
contevwing

Cick Next to contirwss. or Cancel to ext Setup

3. Choose to either place a Video Commander icon on the desktop of the Server and/or a Quick
Launch icon in the desktop Task Manager and then select Next.

Setup - Yideo Commander @

Select Additional Tasks
Which addiiona tasks should be performed?

Select the addiional tasks pou would Bke Setup 1o perform while installng Video
Commander, then click Next.

Addtional icons:
(] Create a deskiop icon
[[] Create 2 Quick Launch icon

< Back IL Next > ] [ Cancel
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4. Video Commander is ready to be installed. Press the Install button to continue.

Setup - Video Commander

Ready to Install
Sebup i now ready 1o begn instaling Video Commander on wour compater,
Chck Install to continue with the installation, or click Back ¥ you want to review o
change any settings
|Addrional tasks:
| Additional icons:
Cieate a desktop icon
[ < Back ][ [nstal ] [ Cancel ]
5. Video Commander will now install. The user can cancel this process at anytime by selecting

the Cancel button.

Setup - Video Commander r)?]

Installing
Please wail whie Setup installs Video Commander on your computer

Extracting files. .
C:\Program Filez\Video Commander\Video Commandes.exe

[TTIT ]

6. Once Video Commander has finished installing, it will begin to run as a Service in Windows.
FirePV2 will also start to auto install.
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3 Installation of FirePV2 on Server
1. Once the FirePV2 install process starts, press Next at the Welcome screen to proceed.

Setup - FirePV2 X

Welcome to the FirePV2 Setup
Wizard
This wall inztall FirePV2 1.10 on your compuier

It 1= recommended that you cloze all other appicabions betore
contiung

Chck Next to contewse, or Cancel to ext Setup

[ Net> || Cancel |

2. Choose to place a FirePV2 icon on the desktop or not. There is no need for the user to place
an icon for PVCamera on the desktop as this tool is not used in normal operation. Then select

Next.
Setup - FirePV2 E]
Select Additional Tasks

‘Which additional tasks should be performed?

Select the additional tazks you would ke Setup to perform whide instaling FrePV2, then
chok Next,

Addiiond icons;

[ Create a desktop icon for PVCamera

[ < Back J[ Nest > J[ Cancel ]
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3. FirePV2 is ready to be installed. Press the Install button to continue.

Sefup - FirePV2

Ready to Install
Setup is now ready to begin instaling FireFPY2 on your computer

Chck Install to continue with the installation

[ < Back ]l{ |nstal ][ Cancel ]

4. FirePV2 will now install. The user can cancel this process at anytime by selecting the Cancel
button.

Setup - FirePV2 rg]

Installing
Please wait whie Setup installs FirePV2 on yowr computer.

Extracting files. .
C:\Program Files\FirePy2\FireP'v2. exe

(TIT J
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4 |nstallation of ViewPorts on Client

1. Place the ViewPorts CD into the CD or DVD drive on the Client machine. After a moment,
the install procedure will start automatically.

2. Press Next at the Welcome screen to proceed.

Setup - ViewPorts @

Welcome to the ViewPorts Setup
Wizard
Thes wil mstall ViewPorts 1.10 on your computer.

It is recommended that you close all other applicabions before
continung

Click Next to continue, or Cance! 1o ext Setup.

[ Next > ]l Cancel J

3. Choose to either place a ViewPorts icon on the desktop and/or a Quick Launch icon in the
desktop Task Manager and then select Next.

Setup - ViewPorts @

Select Additional Tasks
Which addibonal tasks should be perfamed? ( ,

Select the additional tasks you would like Setup to perform while instaling ViewPorts,
then click Next

Addtional icons:
[¥] Cieate a deskiop woni

[7] Creste a Quick Launch icon

[ < Back ” Next > J[ Cancel J
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4. ViewPorts is ready to be installed. Press the Install button to continue.

Ready to Install
Setup is now ready to begen instaling ViewPoits on your computer

Chick Instal 1o continue with the installation, or chck Back if you want to review of
change any seltings.

Additional tasks:
Addiional icons:
Create a desktop icon

[ ¢ Back Jt Install ][ Cancel J

5. ViewPorts will now install. The user can cancel this process at anytime by selecting the
Cancel button.

Setup - ViewPorts

Installing
Please wat while Setup installs ViewPorls on your computer

Extracting files...
C\Program Fles\YiewPoits\CommonDialogs. dll
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6. Once ViewPorts has finished installing, the user can choose to either launch the application
immediately or just Finish the install and launch at a later date.

Setup - ViewPorts X

Completing the ViewPorts Setup
Wizard

Setup has hrished installng ViewPorts on your computer. The
appication may be launchad by selectng the installed cons,

Click Firesh to exit Setup
[1PTZ Controller Suppert [Drect<]
[] Launch ViewPorts
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5 Basic Setup of Video Commander

Video Commander requires some basic setup before it will function correctly. However, once these
steps have been fulfilled, Video Commander will run as a background Service without further
modification. There are some advanced features which will be discussed in greater detail in later

chapters.

5.1 Opening the Video Commander GUI

1. After the installation of Video Commander has been completed, the application will start to
automatically run in Windows as a Service. In order to modify its default parameters, Video
Commander needs to be opened as a GUI (graphical user interface).

2. Presuming all cameras have been connected to the server that Video Commander will be
running on (see the Server Setup documentation for more details), use either the Desktop
shortcut icon or the Quick Launch icon created during the Install process to launch Video
Commander. If neither of these icons are available, navigate to Start>All Programs>Video
Commander>Video Commander.

3. A dialog box will appear asking for confirmation that the user wishes to stop the service and
start the GUI. Select OK to stop the service or Cancel to return to desktop.

Question m |

. e{ The Video Commander Service is currently running.

- The Video Commander Application is used to configure Video
Commander,
Click OK to stop the Video Commander Service and start the Yideo
Commander Application.
Click Cancel otherwise,

Cancel |
4. After selecting OK, the service will stop and the user will receive an Information dialog box

reminding them to exit the GUI and resume the service once setup has been completed.

Stopping the Yideo Commander Service...

—

Stopping the Video Commander Service...

@ Please shutdown the Yideo Commander Application when you are
WP done with configuration,
= sothat the Video Commander Service can resume,

Cancel
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5. After selecting OK, the Video Commander splash screen will show for a brief moment
before minimizing to the Taskbar.

"o

= pixel

Video Commander

r ~
i) Information BJ
Video Commander is now operational.
[
] «J\!}S,QE 11:12 AM

EETT—————

6. The Video Commander User Interface will now display.

5.2 Video Commander GUI Layout

£, video Commander M= E3
Ble  Settngs  View Hep FreRelease 1.11.0
[VUFM: 47272046 M6 Instal. Loge.. | W StowAliCameras  Columns.. | I [Measmsment Ensble

Video Commander will display as above when it is initially opened. In order to see the status of the
cameras, check the ‘Measurement Enable’ box. (Please note that this box will auto uncheck after a
time as displaying and updating the Camera Status places an undesirable load on the Server CPU and

could lead to degraded performance).
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£, video Commander

Ble GSettngs View Help

FreReleaze 1110

0050c2fe59.. 9

87 93609

17 2675

7050677

2924106

Camerahame | CameralD  Adepiedndsx _ Staius Gate CameraFrameR| ROIFrameSieet| LowAlesFramet HighesFrame! CameraROL M1 CameraLonFier CamersHighfie
0052c0Mfe5.. | 0052c0MeS3.. |1 Uricensed | 2021800 |10 G608 |229%978 | @109167 6593114 |1723050% |60757%8
00S2c0Rfe5 . | 00520059 | 2 Urcensed | 5021800 |10 603 MBI 121916252 658314 25a4%06s  |9134584
00S2c0MTe53 . | 0052c0Te59 . |3 [Unicensed  |3021800 |10 §79903 | 369446859 132004485 6533114  |276608357 |38306
005200M(e53 . | 0052c0He59.. |4 Unlicensed | 5021800 |10 79909 311640625 | 1133083 6593114 230004  |B4%AT
0052c0M1e59. | 0052c0H1e59. |5 Urhcensed | 9021800 |10 B0 |26100641 |R21647  65HN4 195X |60692138
0052c0Mfe53.. | 0052c0Me59 . |6 |Uriicensed | 5021800 G603 0N 1M1 6593114 2543418 | 100595684
00S2c0Hfe53. | 7 §7.9%08 | 15803854 l40a2639  |07258353

05736711

87.93608

ouéocémesa 11

0052c0Hfess .

1

87.93603

1&4761467

7461479

120439587 56.3348%1
203535423 78 97604

2 898422

3\(51&775

|08415068
|04s3%2n!
070574

248559354 |
21512816
267401718

[12 Cameras Active. Loge.. | ¥ ShowAlCameras ¥ {Measiiement Enstid

After selecting ‘Measurement Enable’, Video Commander will display as above, with all cameras on
the Server showing as Yellow. This means that they have a status of ‘Unlicensed” and must have a
license applied to them before they can be used by the client. It may initially take a few moments for
all the cameras to display in the Ul as each camera needs to start independently. Cameras in Red, as
shown above, have an error. Should Video Commander display a camera in Red, seek advice from
the Pixel Velocity Technical Support department about how to proceed.

5.3 Licensing the cameras

1. From the Settings drop down menu, select Licensing.

(Bvdcocommander S m@Em|
e oine | b PreRelaase 1,110

| [Canl autostar.. s Gate CameraFrameR ROIFrameSel LowResFramst HighResFramet CameiaRO_ME Cameralowfie: CameraHighRe]
0052 Licensing. .. insed | 2021800 10 8799609 224603119 811164551 658980229 169284059 | G.07765675
0052 1P Cameras... lnsed (2021800 10 6799609 |[I0M6) 135018326 6583114 29917895 10111208

. o2 webserver settings... eed (3021200 |10 |ramos  |mreues 171083 esewmozs 2s0061 100322

Cfosz e nsed  |9021800 "10' wsssos |01 6705238 114729557 ssaam = 312217474 noaszu_sziw

o fos2  service., tnsed (2021800 10 (6799603 |BESSe24 (125029125 (6593114 | 27464253  |9.367367

*Josd  Esctory... tnsed | 021800 |10 87.9909 (413516655 |14687146 6593114 309827662 | 11.0043554

P Joosd  Storage Settings.. tnsed |87.99574  |160338535 |67.56%58  |357028965 06505486 | 273782754

] LDAP...

. % PV Camera Plug-N-Play Settings. .. 8799539 164484367 675753 271926427 05077723 | 208651638 |
O052c01Me53.. | 005200es3 ‘ |873909 (22071146 (826231 225630425 | 05650836 211354124
0050c211e53._| 005021153 wtew 10 sy Juaisi (eivomu oz awmer 1ewens

| 187.99609 122965 00268341 | 221380162
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2. A dialog box will open which shows all the attached cameras as being ‘Licensed — NO’.

£ License Cameras [ X | I
— PixelVelocity Cameras
CameialD | Camera Name. | Licensed |
{0052c0fteb940e0 0052c0itfe5940e0 MO
0052c0fffe534192 0052c0fffe594192 NO
0052c0iffe534198 0052c0iffe594198 NO
0052c0iffe594196 0052c0iffe594196 NO
D052c0fffe534134 0052c0fffe594134 NO
0052¢0iffe534137 0052c0fffe594197 NO License... |
0052c0fffe5942a9 0052c0ffe5942a9 NO
0052c0fe53402f 0052c0ffe53402f NO
0050c2fffe534032 0050c2fffe594032 NO Export..
0052¢0iffe594031 0052c0iffe594031 NO
0050c2ife53401d 0050c2iffe53401d NO i
0052c0ffe534015 0052c0fffe594015 NO mport..
—IP Cameras
Number of IP Cameras Currently Licensed: | 0 License... | Import...
_ o |
3. From the dialog box, select the Export button (this will save the Camera details as a text file),
and then choose a location to save the file to.
Export PY Camera IDs to File n m
Savejn: | (& Deskiop ] oF @
! My Documents
# 9 My Computer
My Recent .‘vj My Network Places
TJMisc
U ) Sharteuts
L_JVC screenshots
Desktop [5) gws3009012100_gate. txt
E) trucense
. E) PLicerses_VIDEOSERVER4, txt
{5 Shortout to Camera Server
My Documents ) Shortut to logs
Fie name. [PV License: VIDEDSERVERY] o [see |
Saveasiype:  |Teutfiles [“in) = Cancel /I
7
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4. Forward the text file to the relevant Pixel VVelocity Sales representative who will handle the
Licensing of the Cameras.

5. Once the text file is returned from Pixel Velocity, from the Settings dropdown in Video
Commander, select Licensing.

6. A dialog box will open which shows all the attached cameras as being ‘Licensed — NO”’.
From the dialog box, select the Import button, point to the location of the updated text file
and select OK.

7. The user will receive a confirmation message stating that the Cameras attached to the Server
have been successfully licensed. Press OK to confirm.

Information l

.
\_l / 12 licenses successfully added.

8. Now the dialog box will show the attached Cameras as being ‘Licensed — YES’.
i#s License Cameras [ X | I
PelVelocty Cameras
Camera ID | Camera Name Licensed
0052c0iffe5940e0 0052c0ffe5340e0 YES
0052c0iffe594192 0052c0iffe594192 YES
0052cDiffe594198 0052c0iffe594198 YES
0052c0fffe594196 0052c0fffe594196 YES
0052c0iffe594194 0052c0iffe594194 YES
0052c0fffe594197 0052c0iffe594197 YES License..
0052cDiffe5942a9 0052c0iffe5342a3 YES
D052c0iffe59402f 0052c0fffe59402f YES
0050c2itfe594032 0050c21ffe594032 YES
0052c0iffe594031 0052c0iffe594031 YES
0050c2fffe59401d 0050c2fffe53401d YES
0052c0fffe594015 0052c0ffe594015 YES
IP Cameras
MNumber of IP Cameras Currently Licensed: | 0 License... Impost....
_ Cose |
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9. Close the dialog box and return to the main Video Commander status screen. All cameras
should be marked as Green indicating they are Healthy (red indicates an error, shown for
comparison purposes).

£, video Commander =] B3
File  Settings View Help

CameraName | C. Model| CameralD Adapterlndex | Status Gateware CameraFrame| ROIFrameSize) LowResFram| HighResFram| CameraROI_F CameralowR| CameraHighR

| 12 Cameras Active | VM{PM: 1077/2046 MB V' ShowAllCameras [V Measurement Enable

5.3.1 Licensing an IP Camera

Licensing an IP Camera works slightly differently to licensing a Pixel camera, in that the user can
generate a bulk license file that licenses all the IP Cameras on the server at once. Therefore it is a
good idea before starting the IP license generation procedure to know how many IP Cameras will be
added to the Server, or choose to generate an amount that is in excess of the number that will be
added in order to allow for extra cameras to be added in the future.

1. Navigate to the Settings>Licensing dropdown in Video Commander and open the Licensing
dialog box.

2. From the IP Cameras section, the user should hit the License button.
3. Anew IP License window will open. The client should copy the license ID string into a
notepad or Word document and forward it to the relevant Pixel Velocity Sales representative,

along with the number of IP Cameras they need to license.

License IP Cameras m

License ID: |

Camera Count:

Please enter the license string for the IP cameras below. If you need a license for additional IP cameras, please contact Pizelelocity Support to obtain one.

0K I Cancel
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4.  The user will receive back either a license string which can be entered in the above field, or an
IP License text document which can be imported into Video Commander using the Import
button in the IP Cameras section of the Licensing dialog box.

5.4 Setting the Video Commander Storage

In order to archive Camera streams, storage must first be activated in Video Commander. The
Storage Settings box allows the user to specify different locations for the storage of data, depending
on whether that data is Low or High Resolution.

1. To activate Storage, first select Storage Settings, located under the Settings drop down within
Video Commander.

£, ¥ideo Commander

File | Settings | View Help

Cam IP Cameras...

WebServer Settings...
NTP...

Storage Settings...
LDAP...

st
[ttty
Email Settings...
ff053 Server Roles...
0052y Licensing...
Factory...

Service...

Indoor/Outdoor...

PY Camera Plug-N-Play Settings...

|

P [=] B3

Hindex | Status

Gateware

Came(af’rame ROIFrameSi

LowResFram| HighResFram

CameraR0I_M

CameralowR

CameraHighR

200472474

£.91416454

| 12 Cameras Active | VM{PM: 1077/2046 MB

V' ShowAllCameras ¥ Measurement Enable

2. The Storage Settings box will display with 2 tabs corresponding to Low Resolution and High
Resolution storage.

#5, Storage Settings I

| High Rres |

Drive:

Percent of Drive:

Max File Size:

IL: VI 0.00000/0.00000 GB
I 100 > I 0.00000/0.00000 GB

FrameR ate Downsample: |1 "I

|1DD MB

Refresh
Disk Info

Cancel I
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5.4.1 Storage Settings

For each of the tabs within the Storage Settings box, there are a number of dropdowns which should
be configured according to the user’s storage requirements:

1. Drive — This is the hard drive that the relevant Low or High Res data will be stored to. It is
preferable to store Low and High Resolution data to separate drives in order to improve
read/write performance. A separate Low and High Resolution drive will have been
configured during the Server setup. The default Low Res drive is ‘L’, whilst the High Res
drive default is ‘H’.

2. Percent of Drive — This option allows the user to specify how much of the disk to use when
writing data to the drive. If data is written to separate drives, it is fine to use 100% of each
drive for data storage. Should the Server only be writing to a single drive, these percentages
will need to be changed so that the total does not exceed 100% for a single drive (ie: if both
Low and High Res data were being written to the same drive, a good setting would be 20/80
Low/High Res so the % does not exceed 100).

3. FrameRate Downsample — The factor by which the framerate is decreased with 1 being 10
frames per second. Setting this to 5 would give a frame rate of 2 for example.

4. Max File Size — The maximum file size value determines the size of the file that is archived.
Currently this field is not editable.

5. Refresh Disk Info — Use this button to determine the amount of storage space available on
the selected drive.

6. Not Active/Active — Once the other settings have configured, press this button on each tab to
make Storage Active.

7. Press the OK button to exit the Storage Settings box or Cancel to discard changes.

5.5 Information regarding NTP Timeserver Synchronization

In order for ViewPorts and Video Commander to accurately maintain Live Camera synchronization
and therefore keep accurate video times, it is important that both the host servers and the client
machines obtain time synchronization via an NTP timeserver. NTP time synchronization can be
configured in the Video Commander Settings dropdown menu.

1. Open the Video Commander Settings dropdown and select the “NTP...” option to open the
Configuration dialog box.
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2. A dialog box will appear giving further information about Time Synchronization. Press OK
to close this box.

Information E3

® | These settings will be used by Windows's W32Time Service.
1 ‘) It is assumed that Windows is configured to syncronize ko an external time source,
and that the external source is available.

S~

The settings may fail to be applied in some Windows configurations.

For more information, please consult Microsoft documentation on these registry keys:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\\W32TimelParametersihtpServer
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\W32Time| TimeProviders\NtpClient\SpecialPollinterval

3. Now the NTP Configuration dialog box will be available:
NTP Configuration
Time Period Between Updates: I 14400 Seconds
Time Servers:
Hosthame |
time. windows. com Add...
Delete |
Cancel |
4. The default Time Period between updates is 4 hours. This can be changed to a Time Period

of the administrators choosing, although it is not necessary to have an update period less than
an hour (3600 seconds).

5. The administrator can add additional Time Servers should they wish.

6. Press OK to accept any changes and the dialog box will close.
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5.6 Running Video Commander as a Service

1. Once configuration has been completed, choose to exit the Video Commander GUI by
selecting File>Exit Video Commander. A confirmation message will be displayed, followed
by a question concerning restarting the Service. Select OK to confirm Exit and then Yes to

continue.
Question
- @™\ In order to continue surveillance system operation, the Video
SEstin l 9-' Commander Service must be ;
= started when the Video Commander Application closes.
= Click Yes to start Yideo Commander Service now,
(9‘; Exit Video Commander? Click Mo if you do not wish to start the Video Commander Service
- now.
Cancel I
2. The GUI will close and the Service will restart. After the Service has restarted, the user will

receive a message confirming that the Service is running.

Information [ X|

O The Video Commander Service has successfully started. You may
@ log off the server now,
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6 Video Commander Taskbar Options

£, Yideo Commander

File  Settings View Help

6.1 File

Selecting the File option will display the sub menu for File. The available option(s) are:

6.1.1 Exit Video Commander
Select this option to close out of Video Commander gracefully.

Other ways to close Video Commander:

1. Perform a single left mouse click on the Video Commander Icon in the upper left corner of
the application and select the Close option.

X Close Alt+F4

2. Perform a single left mouse click on the Video Commander Icon in the lower right corner of
the windows screen and select the Exit Video Commander option.

Show Video Commander _
Exit Yideo Commander
T nﬁ:}&ﬁ’ 12:33PM

3. Perform a single left mouse click on the X in the upper right corner of the Video Commander
application. On the confirmation screen, select the OK button.

£ ¥ideo Commander - [0]X
Fle Settings View Hep
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6.2 Settings

Selecting the Settings option will display the sub menu for Settings. The available options on the sub
menu are:

6.2.1 IP Cameras

This button opens a dialog box that allows the Administrator to add IP Cameras to the Server, or edit
and delete existing IP Cameras.

1. From the dialog box that opens, select to Add, Edit or Delete a new or pre existing IP
Camera.
Cameraname | Enabled ] Hosthame \ Width f Height | Framerate |

Add..

Edit...

i

Delete

< |»]
™ Show all Columns

4

2. When pressing the Add button, a new dialog box will open. Enter the relevant details for the
IP Camera that will be added to the Server, making sure that the Camera Enable check box is
selected.

6.2.2 WebServer Settings

The WebServer settings option allows the user to specify if the Web Server is enabled or disabled,
and the port number that the web service communicates through.

£, WebServer Settings |

| Enabled
Port#: I a0

| 0K I Cancel l
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1. Enable/Disable button — This option will either enable or disable the WebServer service.

2. Port # - This is the port number that the Video Commander application communicates
through.
6.2.3 NTP

Use this option to configure the NTP Time Server Synchronization. See the section Information
regarding NTP Timeserver Synchronization for more information.

6.2.4 Storage Settings

Video Commander allows the user to specify different locations for the storage of data. See Setting
the Video Commander Storage for more details.

6.2.5 LDAP
Select this option to open a dialog box through which Group privileges can be added or modified.

f:s, LDAP Access Groups Configuration

| Role | Group |

Has Access

High Res
ROI
Web

Maodify...

| [ ox |

Cancel
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6.2.6 PV Camera Plug-N-Play Settings
Use this option to manage Video Commanders plug and play capabilities.

@P#‘ Camera Plug-N-Play Settings [ X | '

— Auto-Stop/Start PV Cameras — Manual Stop/Start P Cameras

IV auto-Detect Plug/Unplug Camera Event

IV Auto-Poll Adapters for New/Removed Cameras Check |
|

IV auto-Detect Failed Cameras every |1D 'I sec Hlowl

IV Auto-Check Communications

oK Apply Cancel

6.2.6.1 Auto-Detect Plug/Unplug Camera Event

Check or uncheck this option to auto detect when a camera is plugged into the server or when a
camera is unplugged. If the option is unchecked, Video Commander will not automatically detect
dropped cameras that are plugged back into the system, only if the application is restarted.

6.2.6.2 Auto-Poll Adapters for New/Removed Cameras

This function auto checks for unplugged cameras every few seconds. Check or uncheck this option
to enable/disable the function.

6.2.6.3 Auto-Detect Failed Cameras every X’ seconds
Change this option if you wish to change the time period between checks for Failed Cameras.

6.2.6.4 Auto-Check Communications

Checking this option means Video Commander will automatically check communications between
cameras.

6.2.6.5 Manual Stop/Start PV Cameras
Use the “Check Now” button to manually restart the cameras.
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6.2.7 Email Settings
This setting is currently locked for future use.

6.2.8 Server Roles
This setting is currently locked for future use.

6.2.9 Licensing

Use this option to license Pixel Velocity Cameras before use. See the section Licensing the cameras
for more information.

6.2.10 Factory
Selecting this option will reset all settings back to the Factory default.

6.2.11 Service
The Service Option can be accessed using the supplied password.

6.2.12 Indoor/Outdoor
Use this option to change the camera shutter to Indoor or Outdoor settings.

2 IndoorOutdoorForm [ X]

— Defaults

" Indoor Defaults
i+ Dutdoor Defaults

— Set Now

Set Indoor |
Set Outdoor |

| 0K I Cancel l
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6.3 View

Selecting this dropdown will display the sub menu for View. The available option(s) are:

6.3.1 Grid Columns
This allows the User to define which columns are displayed in the Video Commander User Interface.

1.

Once selected, the ‘Select Columns’ dialog box will show. The box can be resized by
dragging the bottom right corner with the mouse.

Select Columns

-
¥ Cameratiame
" CameralD

v Adapterindex

IV Status

V' CameraFrameRateFPS
V' DperatingMode

e

e S o

0K I Cancel
4

To select a metric to view in the main interface, place a check mark next to the relevant
metric.

The available metrics in the Select Columns dialog box are:

Camera Name — the camera name specified (required)

Camera ID — the manufacturing name given to the camera

Adapterindex — the port on the PCle card that the cable connected to the camera is plugged
into

Status — the current status of the camera

Gateware — the current gateware version

CameraFrameRateFPS — the current camera frame rate as specified in ViewPorts>Camera
Settings

ROIFrameSizeKB — the frame size of the ROI’s that are being captured for the camera
LowResFrameSizeKB — the size of the frames for the Low Res data capture
HighResFrameSizeKB — the size of the frames for the High Res data capture
CameraROI_Mbps — the amount of data that is being written to the disk for the ROI’s
CameraL.owRes_Mbps — the amount of Low Resolution data being written to disk
CameraHighRes_Mbps — the amount of High Resolution data being written to disk
CameraROI_FPS — the number of frames per second

Cameral.owRes_FPS — the number of frames per second for the camera low resolution data
CameraHighRes_FPS — the number of frames per second for the camera high resolution
data
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6.3.2 View Archives

Selecting this option will display the Archive Browser information box. This box displays the data
that has been saved from the Video Commander application.

#8, Archive Browser

CameralD | CameraName | Drive | ArchiveMame | ArchiveStatus | StartTime | EndTime -
0052c0fffe594... | E: High Res bt avy
High Res
High
High Res

4. | 0052¢ 594... E: High Res

High Res

High Res
High Fes
4... | 0052cDfffe534... | E: Hiagh Res
Delete I Close |
4

The Archive Browser has a coloring scheme to assist the user in determining what state the
Cameras attached to the Server are in:

@ — A row that is highlighted in - indicates that a camera is Orphaned and is no longer
connected to the server.

— A row that is highlighted in [BIBEBH is a camera that is Active and archiving data.

White — A row that shows in White is a camera that is visible by Video Commander but is currently
not archiving data.

The information fields on the Archive Browsers information box are:

1. CameralD - This is distinct ID that is given to the camera during the manufacturing process.
2. CameraName — This is the distinct name that is given to the camera from within the
ViewPorts application. If a camera name has not been specified, the CameralD will be used
in this field. Note — Any CameraName that shows as unknown, is a camera that is no longer
connected to the server.

Drive — This is the drive letter that the data was saved for the particular camera.
ArchiveName — Indicates whether the Archive is Low or High Resolution.

ArchiveStatus — This is the status of the camera in regards to communication to the server.
Valid status are:

e Orphaned — The camera is no longer connected to the server

e Not Active — The server is not archiving data for this particular type of data

e Active — The server is archiving data for this camera

gk w
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6. StartTime — This field represents the date and time that the communication started between
the server and the camera.

7. EndTime — This field represents the last communication point that the server has for the
camera.

There are also 2 buttons, Delete and Close :

1. Delete — The delete button will allow the user to remove the camera from the Archive
Browser screen. Deleting the camera from the Archive Browser does not remove the data
from the server.

2. Close — The close button will close the Archive Browser information window

6.3.3 Logs

The server will log error information to a text file which can be used for Troubleshooting. The direct
path to the log file is C:\pv\logs, but the logs can be accessed easily through Video Commander.

1. From View dropdown, select Logs.

2. This will open a new Window showing all the logs recorded since Video Commander was
installed on the Server. Open a file to see the events.

®es ________________________________________________________HBEKE
‘1 '}\ /  ~ Computer ~ Local Disk(C:) ~ pv = logs v EI earch @
File Edit View Tools Help
Organize v | [Views v €4 Burn (7]
Favorite Links Name Ivl Date modified ~ lvl Type |~] Size I-I Tag ~
_|Yideo Commander.exe_15.23.30.793 4/1/2009 3:23 PM Text Document 0KB
Fr Documents || Video Commander_2009.04.01.15.23.17 4/1/2009 3:23PM Text Document 1KB
FE Pictures | Video Commander_2009.04.01.11.55.24 4/1/2009 3:19PM Text Document 827 KB
E[} Music | Video Commander.exe_11.55.39.703 4J1j2009 11:55 AM  Text Document 1KB
Jj Recently Changed || Video Commander_2009.04.01.11.25.39 4/1/2009 11:55 AM  Text Document 246 KB
Fip Sesiches || Video Commander.exe_11.25.55.348 Text Document 1KB
xc | Video Commander_2009.04.01.,09,02,29 Text Document 386 KB
Public || Video Commander .exe_9.2.40.925 \ g Text Document 1KB ey
| Video Commander _2009.03,31.12,13.47 4/1/2009 T:00 AM Text Document 452 KB
| | ViewPorts_2009.04.01.08.58.18 4/1/2009 8:59 AM Text Document 2KB
| ViewPorts_2009.04.01.08.52.53 4/1/2009 8:56 AM  Text Document 2KB
| Video Commander.exe_12.13.58.828 3/31/2009 12:14 ... Text Document 1KB
_____ Video Commander_2009.03.31.11.16.28 3/31J2009 12:13 .., Text Document 203 KB
. Video Commander.exe_11.16.45.964 3/31j2009 11:16 ... Text Document 1KB
6.4 Help

Selecting this dropdown displays information about Video Commander such as the version number
of the software and a link to the Pixel Velocity website.

Video Commander and ViewPorts Administrator Manual v1.13 29




7 Viewports Administrator Configuration

7.1 Configure Server

Viewports must first be connected to a Server for this function to be available. Through the
Configure Server function a user with Administrative privileges can:

View the Server Identification
Administer Users

Change the Connection Timeout Function
Administer Camera Archives

Access Camera Settings

Revert to the Factory default settings

To open the Server Settings dialog box:

1. Select the server to be configured by performing a single left mouse click on the server name
in the Navigation Pane
2. Alternatively, select the Configure Server icon on the bottom taskbar

3. The dialog box will open:

Server |dentification

Alias: VIDEOSERVER4
Hostname: videoserverd
Software Version: 1.10.0
Status: Healthy

Machine Info..

Server Settings

Connection Timeout: 20

Camera Settings

0052c0Fffe534020 v] [ Corfigure...
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7.1.1 Server Identification

The Server Identification area in the Server Settings dialog box contains the Server alias (which can
be changed) as well as three un-editable fields that contain server specific information:

1. Server Name/IP Address — The name or IP address of the Server
2. Software Version — Current version of the software running on the Server
3. Status — Current health status of the Server

7.1.2 Machine Info

Pressing this button brings up a dialog box that contains physical information about the Server such
as the number of processers, amount of RAM, hard drive info, etc.

{ Machine Information

VIDEOSERVER4
Microsoft? Windows Server? 2008 Standard
4 Processors, 2.0 GB

Disk Storage:

Drive Size (GB) “
&5 145 R

e
H- 7604
- |

{ TR

Close l

»

7.1.3 User Administration

Through the Users button in the Server Settings dialog box a User with Administrative privileges
can:

Create a Normal User

Assign Administrative privileges to a User

Assign HighResROI privileges to a User

Reset a User’s Password

Remove a User

Disable a User

Enable a User

7.1.3.1 Change the Administrator Password

It is recommended that the password for the Administrator role ID ‘root’ be changed to something
that is unique for the System Administrator.
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To change the Administrator role password:

1.

wmn

©o~No O

Start the ViewPorts application by selecting the ViewPorts icon on the desktop or by
selecting Start>Programs>ViewPorts>ViewPorts

Select the server to configure and perform a single right mouse click to open the menu
From the sub-menu, select the Configure Server option. A dialog box will open.
Select the Users....button in the dialog box to open the Users dialog box.

UserName Administral Enabled  WebAcce: HighResR FullResAc
user [ |
8 roo v v v v v

Highlight the User “root” by performing a single left mouse click

Select the Password.....button in the dialog box to get to the Reset Password dialog box

Type in a new password for the selected user
Confirm the Password by typing in the password again
Select the OK button

7.1.3.2 Create a Normal User

This User will have limited access to functions with ViewPorts. A User with Administrative
privileges is required to create this user.

1.
2.

From the Users dialog box, select the Add button.
The Add User dialog box will appear.
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Usemame:

Password:

Password Re-Enter:

(V| Enabled

(] Administrator

("] High Resolution ROl Access
[] Web Access

("] Full Resolution Access

] [ Cancel

3. Enter the Username and Password
4. Ensure that the Administrator checkbox is not checked and that the Enabled check box is
checked.

5. Select the OK button.

7.1.3.3 Assign Administrative privileges to a User

When Administrative privileges are assigned the User will have unlimited access to functions with
ViewPorts. A User with Administrative privileges is required to create this user.

From the Users dialog box, select the Add button.

The Add User dialog box will appear.

Fill in the necessary information.

Make sure that the Administrator check box is checked and that the Enabled check box is
also checked.

5. Select the OK button.

N =

7.1.3.4 Assign HighResROI privileges to a User

In order for a user to be able to capture a High Resolution Region of Interest, the user needs to have
this privilege assigned.

1. From the Users dialog box, either select an existing user, or add a new user.

2. Select the HighResROI check box
3. Select the OK button
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7.1.3.5 Reset a User Password

This function will reset the user password for any user that has already been entered into the system.
A user with Administrative privileges is required for this action.

1.

2.

3.
4.
5

From the Users dialog box, highlight the User in question by performing a single left mouse
click
Select the Password.....button in the dialog box to get to the Reset Password dialog box.

Usemame:

Password:

Password Re-Enter:

Enter a new password for the selected user
Confirm the Password by typing in the password again
Select the OK button

7.1.3.6 Delete a User

This function will delete any user that has been entered into the system. A User with Administrative
privileges is required for this function.

1.

2.
3.

From the Users dialog box, highlight the User in question by performing a single left mouse
click

Select the Delete button in the dialog box

Confirm the selected user is to be deleted in the Delete Confirmation box

7.1.3.7 Disable a User

In the event that a user needs to be temporarily disabled and not allowed to have access to the
ViewPorts application, the user can still be listed in the application, but access can be disabled.

1.

2.
3.

From the Users dialog box, highlight the User in question by performing a single left mouse
click

Uncheck the Enabled check box for the user to be disabled.

Select the OK button
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7.1.3.8 Enable a User
In order to re enable a user who has been disabled:

1. From the Users dialog box, highlight the User in question by performing a single left mouse
click
2. Check the Enabled check box for the user to be enabled.

3. Select the OK button

7.1.4 Connection Timeout

The Connection Timeout setting reflects the amount of time in seconds that the client will wait for a
message from the Video Commander application before exiting the ViewPorts application.

7.2 Configure Camera

From the Camera Settings dialog box, the Administrator is able to configure the cameras so they are
specific to the environment in which they are being used.
There are four ways to open the Camera Settings dialog box in order to configure a camera:

1. From the camera view move the mouse over the camera view and perform a single right
mouse click and select the Configure Camera option from the sub menu.

2. On the Server pane perform a single right mouse click on the camera name and select the
Configure Camera option from the sub menu.

3. On the Server pane select the camera to configure by performing a single left mouse click
and select the Configure Camera icon from the bottom taskbar.

4. On the Server pane select a Server/Hostname by performing a single right mouse click and

then select the Configure Server option. From this dialog box, select the camera to be
configured and then select Configure Camera.

The Camera Settings dialog box will open and is broken down into 4 separate tabs:

Identification

Camera Settings
Video Attributes
Motion Detector
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7.2.1 ldentification Tab

The settings in this area determine the name of the camera as it is recognized by the server and the
clients and how the camera is viewed in the ViewPorts application.

Server Alias: VIDEOSERVER4

Hostname: videoserverd
Camera ID: 0052c0fffe554194
Cameraname: 0052c0fffe594194
Status: Healthy

Server Alias

Shows the alternative Server name.

Hostname

This field shows the Server that the Camera is currently connected to. This field is grayed out to the
user and cannot be changed via the client.

Camera ID

This field represents the manufacturer identification for the camera.

Cameraname

This is the name of the camera as it is recognized by the clients.

Status

This field shows the current status of the Camera in question. When an error is present the field
background will turn red and the error message will be displayed. When there are no errors a status
of Healthy is displayed.

Factory Button

This button will reset the settings for the particular camera back to the factory defaults.
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7.2.2 Camera Settings Tab

:*-'}: Camera Setti gs: 0052c0fffe594194

Motion Detector

Brightness

Shutter Spead
0 Auto A Manuz

Brightness

Adjust the Brightness on a sliding scale. Default is 1000.

Shutter Speed

Adjust the shutter speed slider if the camera requires more or less light. For outdoor conditions that
may have less consistent light, a slower shutter speed is normal.

Gain

Auto — By default, the Gain is set to Auto with the gain slider set to its maximum value. This will
allow each camera to automatically handle lighting conditions more robustly. In normal situations,
these settings should be left as is.

Manual — In some special cases, it may be desired to manually set the Gain value. For example,
when using an indoor camera with fixed lighting which does not exhibit the desired light levels. In
this case, the user selects the manual button and moves the Gain slider to the desired level. Please
note that some image “fuzziness” may appear in night-mode. In this case, the user may adjust the
slider lower to diminish the “fuzziness”, but this will decrease scene brightness. To adjust the slider,
the radio button for Manual will need to be selected.

Gamma

Adjust the Gamma for low level lighting conditions

Factory Button

This button will reset the settings for the particular camera back to the factory defaults.
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7.2.3 Video Attributes Tab
Most of the settings on this tab are grayed out as they do not require adjustment from the user.

gs: 0052c0fffe594194

Motion Detector
Identfication | Camera Settings |/ Vided Afibuies |

1920x 1080

10

Orientation
[] Flip Image Vertical

Flip Image Vertical

Allows the user to flip the orientation of the camera if desired, for example, if the camera has been

installed upside down.
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7.2.4 Motion Detector Tab

[T] Motion Alam

Percent Change Detect Sensitivity

U

Temporal Detect Sensttivity 5 Frames

Temporal Drop Sensitivity

U

Motion Alarm
Checking this box enables the Motion Alarm on the Camera in question.

Percent Change Detect Sensitivity
Sets the sensitivity of individual pixel motion. A higher value means the Motion Alarm is less
sensitive to Motion Detection.

Temporal Detect Sensitivity
Indicates how many frames in a row need to be detected to be considered Motion. A higher value
means less Motion will be detected.

Temporal Drop Sensitivity
Indicates how many successive frames with no movement need to occur before the object is not
considered for Motion detection.

Factory Button
This button will reset the settings for the particular camera back to the factory defaults.
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7.3 Update Server Information

When changes are made to a camera from a client machine, the change is reflected on the client that
the change was made on. Performing a update to the server will force the changes to the server so
that they are reflected on each client machine when either ViewPorts is restarted, or the Update
Server option is selected from the client.

To Update the server with the camera settings changes:

1.
2.
3.

4.

o

Make changes to the camera configuration

Select the OK button

Select the Server that hosts the camera that is being changed by performing a single right
mouse click

From the sub menu, select the Update Server Info option

The information window with the text “Server Updated Succeeded” will flash on the
screen.

x

Update Server Info Succeeded.
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8 Clip Authentication

To authenticate a clip, it has to be downloaded directly from the server using the Download Archive
feature. You cannot authenticate a clip recorded locally on the client machine.

1. Prior to downloading the clip, navigate to the server which contains the clip intended for
download.
2. On the server, navigate to C>Program Files>Video

Commander>SignedimageKeys>(hostname)>ImageAuthenticatePubKey.xml

Copy this xml file to the client machine and place in a secure location

Download the selected clip using the Download Archive

Navigate to the Clips Tab in Viewports

Right click on the downloaded clip and select Clip Properties

At the bottom of the Clip Properties dialog box, it should state ‘Digital Signature — YES’
There should also be an ‘Authenticate’ button available if the clip was downloaded using
Download Manager (otherwise its grayed out)

NGOk~ W

D0S2c0ffe534 192 2005.04.15.13.00.1
Source: Download

videoserverd
0052c0ffe594152

Camera 1D 0052c0fffe594152
Stat Tme: 471572009 1:00:17 PM

End Time 4/15/2009 1:03:16 PM

Frame Rate 100
Number of Frames 1724

Compression Quality 0
(1:99)

Resolution:
Fie Size (MB):
Digtal Signature:
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1. Select the ‘Authenticate’ button. A new dialog box will open, giving information about the
authentication process. Press OK to continue.

‘ oﬁrma,tin

Authentication verifies that the clip video and timestamp have not been
tampered with. In order to authenticate, you will be queried to select a
public key to perform the authentication. You are responsible to ensure
that the public key has been securely maintained on and transported from
it's respective Video Commander server.

0K

[7] Do not show this message again.

2. Now navigate to the location of the XML file saved from the server earlier. Once the location
is selected, authentication will begin.

Authenticating frame 178...

"o .
(0} Authentication succeeded!
b/

3. Once authentication has succeeded, the clip will not appear any differently to the user,
however meta data has been written to the XML which confirms it has been authenticated.
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